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1 SERVER CONFIGURATION

11 MICROSOFT HYPER-V R2 CONFIGURATION

Microsoft Hyper-V is the latest server virtualization product from Microsoft, featuring a 64-bit hypervisor, and is
offered in a standalone version, Hyper-V Server 2008 R2, as well as being a key feature of all Windows®
Server 2008 R2 editions.

Windows Server 2008 Hyper-V allows you to optimize your server hardware investments by providing a
scalable, reliable, and secure virtualization platform to consolidate multiple system roles as separate virtual
machines (VMs) running on a single physical machine. Typical implementation scenarios for Microsoft Hyper-V
virtualization include dynamic data centers, production server consolidation, test and development, and
business continuity management. For a full list of supported guest OSes on Hyper-V, see Virtualization with
Hyper-V: Supported Guest Operating Systems. To install Hyper-V, NetApp recommends that you follow

Mi crosoftds recommendati ons.

To enable Hyper-V within a full installation of Windows Server 2008 R2, reference these resources:

e Install the Hyper-V Role on a Full Installation of Windows Server 2008 on Microsoft TechNet

e NetApp Implementation Guide for Microsoft Virtualization (TR-3733)

To enable Hyper-V within a server core installation of Windows Server 2008 R2, reference these resources:

e |nstall the Hyper-V Role on a Server Core Installation of Windows Server 2008 on Microsoft TechNet

e NetApp Implementation Guide for Microsoft Virtualization (TR-3733)

To configure Hyper-V Server 2008 R2, reference this resource:

e  Microsoft Hyper-V Server 2008 Configuration Guide

Once Hyper-V is installed, there are many additional considerations to be made, from configuring the virtual
networks, to understanding the options for further configuration of Hyper-V, and many more. NetApp
recommends that you follow Microsoftoés recseamrchesndat i ¢
regarding Hyper-v. on Mi crosoftdéds Web sites can yield a copio

1.2 MICROSOFT SYSTEM CENTER VIRTUAL MACHINE MANAGER CONFIGURATION

Microsoft System Center Virtual Machine Manager (SCVMM) is a component of the Microsoft System Center
suite of products. SCVMM enables management of heterogeneous environments, both physical and virtual,
through a single pane of glass. SCVMM 2008 R2 will support the management Hyper-V hosts and VMs, as well
as VMware® hosts and VMs and will offer a number of other important virtualization tools as well. In addition,
SCVMM can be configured to integrate with Systems Center Operations Manager 2007 to provide monitoring
information on the servers and VMs that it manages.

Please consult the Infrastructure Planning and Design Guide for System Center Virtual Machine Manager 2008
R2 prior to deploying SCVMM 2008 R2. It is extremely important to review the IPD as thoroughly as possible,
as there are many key decisions required prior to actually deploying SCVYMM 2008 R2, including choosing
whether to use a SAN with SCYMM 2008 R2. The Decision Flow provided in Figure 1-1 contains information
taken from the IPD, showing the many descisions and tasks that are made prior to actually deploying

In addition, to support specific features of SCVMM 2008 R2 involving a SAN configuration, there are specific
configuration steps that must be followed. For more information, see Configuring a SAN Environment for VMM
on Microsoft TechNet. One of the steps to successfully configuring SCVYMM 2008 R2 for use with a SAN
environment involves the installation of a Virtual Disk Service (VDS) Hardware Provider. NetApp, at the time of
the publishing of this paper, does not currently have a supported VDS Hardware Provider for Windows Server
2008 R2. NetApp expects to release a supported VDS Hardware Provider for Windows Server 2008 R2 in a
future release of NetApp SnapDrive slated for late 2009.
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instances

Size, Design, and Deploy
Network Connectivity

Figure 1-1 SCVMM Deployment Decision Chart

NetApp Best Practice Recommendation

n
% NetApp recommends that you configure a single FlexVol® volume and LUN(s)
— as described later in this TR, with the appropriate amount of storage for the

library components, to utilize as the storage location for the SCVMM library. By
doing so, you minimize the resources required from the local server to support
the sometimes disk-intensive operations associated with the SCVMM library
and can take advantage of multiple NetApp storage features to more efficiently
manage the data associated with the SCVMM library.

For more information on the installation of Microsoft System Center Virtual Machine Manager (SCVMM) 2008
R2, see SCVMM 2008 R2 Installation in section 3.3.3 of the NetApp Implementation Guide for Microsoft
Virtualization (TR-3733), and follow the step-by-step instructions to install the SCVMM server components and
the SCVMM administrator console. In addition, please see New Installation of VMM on Microsoft TechNet.

2 NETWORK CONFIGURATION

In an enterprise production environment, availability of applications and data is critical, most times 7x24x365.
This is why it is extremely important to plan not just the initial deployment of a new network infrastructure or an
upgrade to an existing one, but also when adding significant additions to your network infrastructure. While
some might argue this point, NetApp believes that implementing a server virtualization environment adds a
significant number of new ports to the network, as the Hyper-V servers often have four or more networks
adapters installed, and the virtual machines also add additional ports to the network. Although the VM network
adapters are virtualized, as are the virtual switches implemented inside the hypervisor that they connect to,
they also must be managed. All the new ports and new virtual networking options often account for a large
addition to an existing network, and as such, planning should take place.
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2.1 HYPER-V SERVER NETWORKING CONSIDERATIONS

2.1.1 Physical Network Adapters

As discussed above, most Hyper-V servers have four or more physical network adapters installed to

handle Hyper-V management, virtual machine connectivity, IP storage connectivity, Windows failover
cluster or WFC heartbeat communication, live migration communication, and cluster shared volume

(CSV) communication. Smaller environments will require a minimum of 2-3 network adapters, while

larger environments will require atleast4-5 net wor k adapters. Letds brec
the need for multiple physical network adapters.

e Hyper-V management: Microsoft has always recommended that the Hyper-V parent partition
(also known as management operating system or MOS) have a dedicated physical network
adapter for management of the Hyper-V server as a best practice. Communication is
necessary to manage the Hyper-V server and any VMs it hosts remotely, from another system
or from SCVMM as an example, therefore you may consider using NIC teaming to provide
redundancy. For more information, see Configuring Virtual Networks on Microsoft TechNet.

e Virtual machines: May communicate over external, internal, and private virtual networks that
are implemented through the Hyper-V parent partition. Each external virtual switch created
must map to an individual physical network adapter or logical network adapter from the result
of NIC Teaming, which is covered after this section. To provide redundancy in a production
environment, you may choose to assign an external virtual switch to a network team or utilize
multiple external virtual switches; for both configurations a minimum of two physical network
adapters would be needed to provide edundancy. For more information, see Configuring
Virtual Networks on Microsoft TechNet.

e |P storage: Microsoft has recommended that IP storage communication be separated from
virtual machine and cluster communications as a best practice, which NetApp supports.
Therefore a minimum of one physical network adapter is required to support iISCSI
communication from the Hyper-V parent partition. If you want to use multipathing or MPIO from
the Hyper-V parent partition, a minimum of two or more physical network adapters are
required. If enabling Windows failover clustering for Hyper-V, maintaining separation of IP
storage traffic becomes a requirement for configuration before validating a failover cluster. For
more information, see Hyper-V: Using Hyper-V and Failover Clustering and Hyper-V: Using
Live Migration with Cluster Shared Volumes in Windows Server 2008 R2 on Microsoft
TechNet.

¢ Windows failover cluster private: If you create a Windows failover cluster for Hyper-V, it
requires a cluster private network, and therefore may require a dedicated physical network
adapter. In previous versions of Windows Server, this was used primarily for the cluster
heartbeat communications, but with R2 it will also be used for cluster shared volumes or Live
migrationc ommuni cat Longe (M$s ge &Lllisteoshatedewon dunfes o i n t hi
For more information, see Hyper-V: Using Hyper-V and Failover Clustering and Hyper-V: Using
Live Migration with Cluster Shared Volumes in Windows Server 2008 R2 on Microsoft
TechNet.

e Live migration: This is a new feature for Windows Server 2008 R2; as such this does not
apply to previous versions of Hyper-V before R2. When live migration of virtual machines is
taking place, the communication for facilitating such traverses the network. As such, Microsoft
recommends configuring a dedicated physical network adapter for only live migration traffic
within the failover cluster manager MMC or using PowerShell. For more information, see
Hyper-V Live Migration Overview and Architecture in the Microsoft Download Center and
Hyper-V: Using Live Migration with Cluster Shared Volumes in Windows Server 2008 R2 on
Microsoft TechNet.

e Cluster shared volumes: Cluster shared volumes (CSVs) are also a new feature for R2, so
this section does not apply to previous versions of Hyper-V before R2. When cluster shared
volumes are enabled within a Windows failover cluster for Hyper-V, there is communication
between Hyper-V cluster nodes which are owners and nonowners of a particular CSV, which
includes health checks and dynamic 1/O redirection. A dedicated physical network adapter is
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recommended by Microsoft to ensure the necessary bandwidth to support these operations
and minimize the event of a failover due to the inability to support CSV communication
between nodes. For more information, see Hyper-V: Using Live Migration with Cluster Shared
Volumes in Windows Server 2008 R2 on Microsoft TechNet.

As you can see from the above, the number of physical network adapters recommended per Hyper-V
server adds up quickly, especially if configuring Windows failover cluster for high availability or using
live migration and CSV. To summarize the recommended number of physical network adapters for
specific configurations, see Table 2-1 through Table 2-4 below.

Table 2-1) Standalone Hyper-V s ervers configured withteé

Csv
2 DAS 1 1 n/a n/a n/a n/a 2
n.; FC 1 1 n/a n/a n/a n/a 2
2 iISCSI 1 1 1 n/a n/a n/a 3
DAS 1 lor2 n/a n/a n/a n/a 20r3
E FC 1 lor2 n/a n/a n/a n/a 20r3
iISCSI 1 lor2 2 n/a n/a n/a 4o0r5

Table 2-2) Clustered Hyper-Vserversc onf i gur ed wi t hé

VMs
o 3 FC 1 1 n/a 1 n/a n/a 3
o 2
Z 0o | jscsl 1 1 1 1 n/a n/a 4
o) FC 1 lor2 n/a 1 n/a n/a 3or4
o
o iSCSI 1 lor2 2 1 n/a n/a 50r6
Table 2-3) Clustered Hyper-V s ervers using |live migration and configur
VMs iSCSI Cluster ‘ Migration Csv
g 3 FC 1 1 n/a 1 1 n/a 4
Z0 | jscsl 1 1 1 1 1 n/a 5
e FC 1 lor2 n/a 1 1 n/a 4o0r5
o
o iSCSI 1 lor2 2 1 1 n/a 6or7

Table 2-4) Clustered Hyper-V servers using live migration, CSVs, and configured withteé

S -8 FC 1 1 n/a 1 1 1 5
Z0a | jscsi 1 1 1 1 1 1 6
fe] FC 1 lor2 n/a 1 1 1 5o0r6
(@]
o iSCSI 1 lor2 2 1 1 1 7or8
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9

NETWORK ADAPTER TEAMING

In the past there has been much confusion about the support of network interface card (NIC) teaming

with Microsoft Hyper-V. Microsoft explicitly states that they do not support use of NIC teaming with

Microsoft Hyper-V, but what does that mean? This means that Microsoftdoes nét have a p
driver for all types of NICs installed within the Hyper-V server that supports NIC teaming and this makes
sense. Who has the drivers for the NICs installed in the Hyper-V Ser ver ? ,thiehat 6s r i |
manufacturers of the NICs do, like Intel and Broadcom, and their driver software supports the use of

NIC teaming.

So maybe it 0s biglputybucaniusedNIChieaning ;1 Wandows Server 2008 R2, as long as

the manufacturer of the NIC, who creates the driver software for the NIC, supportsit. Mi cr osof t
contest enabling the Hyper-V role, then assigning a logical network interface that represents the

teamed NICs to a virtual switch. The benefits of this are somewhat obvious, not only does the virtual

switch have access to increased bandwidth, but increased availability thanks to the redundancy of

teaming multiple NICs together. However, you may find that some of the network features, as

discussed in Network Feature Support in Section 2.1.2 below, are not available on the logical NIC that

is created as a result of teaming one or more physical NIC.

Mi crosoft doesndt support the use of NIC teaming
Therefore, you may not use a logical network interface for iISCSI communications when using the

Microsoft iISCSI Software Initiator to present LUNSs to the Hyper-V parent partition. In addition, when
assigning a logical NIC interface to a virtual switch, the VMs who are connected to that specific virtual
switch must not have the Microsoft iISCSI Software Initiator enabled for that virtual NIC.

NetApp Best Practice Recommendation

For functional areas with more than one connection, such as the multiple
network adapters used for Virtual Machine communications, the connections
should be spread across different network adapters, especially if multiple port
network adapters are installed. This allows those functional areas to maintain
connectivity to the network when configured properly, so that in the event of a
port or adapter failure within the Hyper-V server connectivity is not lost.

Since NIC teaming is not supported for iISCSI communications, NetApp
recommends configuring multiple paths for storage connectivity to provide
redundancy and additional bandwidth in some configurations using
Multipathing/MPIO. For more information on use of multiple paths for storage
connectivity, see Multipathing/MPIO in section 5.1.2 in this document.

DESIGNING FOR BANDWIDTH

Now that 10GbE is becoming more common place in the data center, the design of networks is

changing. Because of the large leap in bandwidth, many are able to reduce the total number of NICs
installed in servers and still support the network requirements for those servers. However, a Hyper-V
server is much different from other servers, and therefor e t he addi ti on of 10Gb
necessarily mean a reduction in total number of physical NICs will follow.

As discussed in the beginning of this section and seen in Table 2-1 through Table 2-4, most functional
areas require a dedicated physical network adapter. Whether the dedicated network interface is a
1GbE or 10GbE NI C do e s nlafact thafolloweng furictonanaceastisted ia Tables
2-1 through Table 2-4 are not constrained by bandwidth in most environments: Hyper-V Management
(Mgmt), Cluster, and Migration. Therefore, these functional areas will benefit the least from increased
bandwidth.

However, the following functional areas would benefit the most from increased bandwidth: iISCSI, CSV,
and in some cases, the VMs. The interface used for CSV communication would benefit most from the
availability of increased bandwidth to support I/O redirection when it occurs.
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2.1.2  Virtual Networks

There are four different types of virtual networks that you can create within Hyper-V; dedicated,

external, internal, and private. For more information on the different types of virtual networks possible,

see Configuring Virtual Networks on Microsoft TechNet. Also, for information on the setting within R2 to
separate communications between the Hyper-V parent partition and the virtual networks, see Virtual
Network Manager on Microsoft TechNet and New in Hyper-V Windows Server 2008 R2 Part 1:

Dedicated Networkson John Howarddéds Microsoft TechNet bl og

2.1.3 Network Feature Support

With the release of Windows Server 2008 R2, support for several new networking features has been
added, including jumbo frame support for 1GbE networks and TCP chimney support for 10GbE
networks. These network technologies allow Hyper-V R2 to take advantage of network offload
technologies, so instead of the Hyper-V CPUs processing network packets, these packets can now be
handled by the offload technologies to help improve performance by reducing CPU utilization.

Windows Server 2008 R2 Hyper-V can fall victim to a few different performance bottlenecks within the
network architecture and can be classified into two categories, receive path and transmit path. A list of
possible reasoning for bottlenecks on the receive and transmit side can be found in Table 2-5 below.

Table 2-5) Hyper-V networking performance bottlenecks.

Receive Path Transmit Path

Data movement between parent and child partitions

MAC address lookup and VLAN ID filtering

Parent/child context switch overhead

Parsing packets to group based on MAC Task offload in software for VM to VM traffic
address

Extra copy for VM to VM traffic

LARGE SEND OFFLOAD (LSO) AND CHECKSUM OFFLOAD (CSO)

Large send offload (LSO and checksum offload (CSO) are supported by the virtual networks within
Hyper-V. In addition, if the physical network adapters support it as well, the virtual traffic will be
offloaded to the physical network as necessary. Most network adapters support LSO and CSO these
days, but check with your NIC manufacturer to be sure. If it is supported, it is often enabled by default.

‘ NetApp Best Practice Recommendation

‘ Where LSO and CSO are supported, NetApp certainly recommends ensuring
. that they are enabled (if not already by default).

JUMBO FRAMES

Jumbo frames support was initially added win the introduction of Windows Server 2008, but additional
improvements have been made to supportability with R2, and the NIC vendors have added a wider
variety of NICs that support it. With Windows 2008 R2, enhancements converge to support up to 6
times the payload per packet, making a huge difference in overall throughput and reducing CPU
utilization for large file transfers. In addition, jumbo frames are not only supported on the physical
network adapters (as with Windows 2008 before R2), but the virtual networking, including switches and
adapters.
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NetApp Best Practice Recommendation

NetApp recommends use of jumbo frames with NICs configured to handle
iISCSI communications, but they only should be enabled if there is end-to-end
support across all hardware.

Us e nipg8000gfinl<targeti p>0 t o hel p det doemd n
support. Using an 8000-byte datagram will not fragment at layer and use of the
fif 0 o makessune that there will not be any false positives.

TCP CHIMNEY

TCP chimney offload supports making connection offload capabilities available to the TCP/IP stack in
the child partition. The virtual NIC in the child partition advertises the connection offload capabilities,
and then the VM switch in the parent partition offloads the child partition TCP connections to the
physical NIC. Applications with long-lived connections with large data transfers and applications with
pre-posted buffers will benefit the most from TCP Chimney support. Overall, the major benefits of TCP
chimney offload support in a Microsoft Hyper-V virtual environment are as follows:

e Significant CPU utilization reduction on end-to-end workloads
¢ 10 GbE connections can be fully utilized
e Avoids excessive chatter between child and parent partitions
0 Avoids the overhead of parent/child context switching
o The connection state is fully maintained by the physical NIC
e Live migration support

o0 Connections are uploaded to the host stack during the live migration process.

NetApp Best Practice Recommendation

Where TCP chimney is supported by the NIC manufacturer, NetApp
recommends ensuring that it is enabled (it is disabled by default).

VIRTUAL MACHINE QUEUE (VMQ)

Virtual machine queue or VMQ helps significantly by classifying and grouping the received packets,
parsing them in the hardware, and thereby improving performance by doing so. It will also apply VLAN
filtering in the hardware, dropping all packets with invalid VLAN IDs at the NIC, also using a switch on
the NIC to do route lookup on transmits, and will avoid a copy of NIC receive buffers to VM address
space. All of the VMQ processing happens concurrently in multiple queues that are serviced by
different processors.

NICs that support VMQ have embedded switches, which allow receive queues to be paired with
transmit queues, where each queue pair is a switch port. The switch requires no MAC address learning,
and the switch inspects all transmit packets for destination MAC address + VLAN ID, where if the
packets pass the filter set on the receive queue, they will DMA to that queue; otherwise they are sent
on the wire. This is a huge advantage in VM-to-VM communication, as it avoids route lookup in the
software, avoids packet copies, and takes advantage of offload support in the hardware. Even with VM-
to-physical communication, route lookup is still avoided, providing some benefit to performance.

Overall VMQ improves network throughput by distributing network traffic for multiple VMs across
multiple processors, while reducing processor utilization by offloading packet classification to the
hardware and avoiding both network data copy and route lookup on transmit paths. VMQ is compatible
with most other task offloads, and as such it can coexist with large send offload and jumbo frames, but
where TCP chimney is supported by the NIC, VMQ will take precedence. VMQ is secure and supports
live migration in R2. By far, the best performance gains are seen with VMQ enabled on 10GbE network
interfaces.

NetApp Storage Best Practices for Microsoft Virtualization



12

VMQ is only supported only with specific adapters in Windows Sever 2008 R2 and therefore VMQ is
disabled by default. Check with Microsoft and your NIC vendor to ensure that your configuration
supports VMQ before enabling it.

NetApp Best Practice Recommendation

Where VMQ is supported by the NIC manufacturer, NetApp recommends
considering enabling it in your environment, especially if you have deployed
Hyper-V with 10GbE.

2.1.4 Network Naming Standard

NETWORK NAMING CONSIDERATIONS

By virtue of having so many physical and virtual network adapters within a specific Hyper-V server,
managing them is difficult. Most administrators establish an easy to understand naming standard for all
network adapters, both physical and virtual. When deciding on a naming configuration, consider the
following:

e You should immediately know whether the adapter is a physical or virtual network adapter.
Regardless of whether itds a physical or vir:
standardize on the number of characters allowed.

e Ifitis a physical network adapter, you should next be able to deduce two different things to
help identify the adapter and/or network it is connected to.

o Identify the physical network adapter hardware.

A If the physical network adapter is located on the motherboard of the server,
consider abbreviating the f DdubleeDigitRPog#> <0

A If the physical network adapter is an add-on to the server, consider abbreviating the
foll owi ng: -or>oPEie/x $lat #><SindletDigit Port #>

o0 Describe the network it is connected to.
A If connected to a physical network:

e Use an abbreviated descriptor like LAN for local area network, SAN for IP
storage network, and so on.

¢ If using VLAN tagging, use the VLAN ID of the network.

e Create an abbreviation for the network subnet, using letters for class and
three digits for the subnet identifier.

A If connected to a virtual network/switch:

e Use an abbreviated descriptor | ike AL
internal, and AP0 for private.

¢ Use a two digit code to differentiate the virtual network types, as you might
often have multiple virtual network of the same type.

e Ifitis a virtual network adapter or physical network adapter connected to an external or
dedicated virtual network, you should next be able to deduce what type of virtual network it is
associated with and/or the network it is connected to.

o Identify the virtual network type.

A Use an abbreviated descriptor |ike fDO
and AP0 for private.

A Use a two digit code to differentiate the virtual network types, as you might often
have multiple virtual network of the same type.

o0 Describe the network it is connected to.
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A Use an abbreviated descriptor like LAN for local area network, SAN for IP storage
network, and so on.

A If using VLAN tagging, use the VLAN ID of the network.

A Create an abbreviation for the network subnet. First, use a single alpha character
to identify the subnet class. Second, use 2, 3, or 5 number characters to identify
the subnet, with 3 digits for the class octet and/or 2 digits for the subnet mask.

NETWORK NAMING STANDARD EXAMPLES

The network naming standard suggestions above are used to establish a network naming convention
below. Using the simple naming convention works best for environments that will make use of 802.1Q
VLAN trunking to minimize the number of physical network adapters required in the Hyper-V server and
for most environments. By showing an example of a complicated naming standard it becomes clear that
getting too complicated can actually be limiting in your environment and becomes unnecessary.

e Broadcom BCM5708C GigE, one of two ports located on the motherboard, connected to the
management network on VLAN 15 which has a Class A subnet of 10.0.15.x/8.

o Simple:PMO1-MGT15 = <o0P0 for physical > <Dig¥VRort##>e r
<OMGTO f or Meatwoaky<d/IAd Db
o Complicated: PMO1-MGT15-C01008 = <0Po for physical ><0

motherboard><Double-Digit Port#>-< 0 MGT0 f or Management- Net"
<Subnet Class><Subnet Identifier-Class Octet><Subnet Identifier-Subnet Mask>

¢ Intel® PRO/1000 PT Quad Port LP Server Adapter installed in PCI Add-on slot 2, two of four
ports located on the card, connected to the production network on VLAN 10, which has a Class
B subnet of 172.16.100.x/16, and will be utilized by External Virtual Network #2.

0 Simple: PA22-E0210 = <0PO0 f or p hys>kRCk/K Slot £>Anglé-Digit A
Port#><0EO f or Ext er nal -dgitvirttalnativorkNde<VLANIDE > <t w (
o0 Complicated: PA22-E0210-B1 628 = <0P0 f or pdny<BGleix&lot> <0 A

#><Single-Digit Port #>-< 0 Eoo External Virtual Network><two-digit virtual network
id><VLAN ID>-<Subnet Class><Subnet Identifier-Class Octet><Subnet Identifier-
Subnet Mask>

¢ Internal Virtual Network (Adapter) #1, connecting VMs on the SQL Network on VLAN 18 which
has a Class C subnet of 192.168.80.x/24

0o Simple:VIO1-SQL18 = <oVo for vir t-digtlvitualdework id*- o r
<0SQLO0 for Production Network><VLAN | D>
o Complicated: VIO1-SQL18-C08024 = <0Vo0o for vi r tdigiavirteak 0 ¢

network id>-< 0 S (fdr Broduction Network><VLAN ID>-<Subnet Class><Subnet
Identifier-Class Octet><Subnet Identifier-Subnet Mask>

NetApp Best Practice Recommendation

Establish an easy to understand naming standard for all network adapters, both
physical and virtual, and minimizing the number of characters in the standard is
advantageous. This will not only assist in improving management of the many
networks within a Hyper-V server, but for environments that make use of
scripting, an easy to understand and remember naming standard is particularly
advantageous.

Keep track of the physical and virtual network adapter configurations and
related network information in a document, spreadsheet, or database. This will
become extremely important in larger environments and those deploying Hyper-
V servers that are part of a failover cluster, to make sure that all virtual networks
are named exactly the same between all Hyper-V cluster nodes.
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2.1.5 Network Adapter Binding Order and Metric Values

NETWORK ADAPTER BINDING ORDER

Because most Hyper-V servers have a multitude of network adapters, both physical and virtual, often
the network adapter binding order might be configured incorrectly by Windows. This requires that the
administrator verify that the network adapter binding order is correct for each Hyper-V server. This is
especially important for Hyper-V servers configured as part of a Windows failover cluster. Modifying the
network adapter binding order can be accomplished through Network Connections, under Advanced ->

Advanced Settings,intheAiConnecti onso field. Net work Connecti

-> Network and Internet in Windows Server 2008.

NetApp Best Practice Recommendation

Once all the physical network adapters have been installed, all the Hyper-V
virtual networks have been created, and after all the networks have been
named according to any standard, one must modify the network adapter binding
order appropriately.

The first adapter in the binding order should be the adapter used for managing
the Hyper-V parent partition. The adapters for iISCSI, live migration, and CSV
communications should follow next. Finally the private network used for cluster
heartbeat and all adapters associated with virtual networks.

NETWORK ADAPTER METRIC VALUES

Changing net wor k meedssaiilcrequirad far ldyper-V semweistthat are not members
of a Windows failover cluster, and for those that are, it is also not necessary to make network metric
changes for non-production environments.

For production Hyper-V servers that are a member of Windows failover clusters, changing network
metric values should be considered on a case-by-case basis, primarily to make sure that the Hyper-V
parent partition will not prefer any other network over the dedicated physical Hyper-V parent network
adapter.

Modifying the network adapter metric values can be accomplished through Network Connections, under
<NIC> Properties -> IPv4 Properties-> Advanced TCP/ I P Settings, 1in
value of 9999 assigns the network adapter the highest user-assignable link cost.

Table 2-5) Recommended Network Binding Order and Metric Values

Functional Network

Description Binding Order Priority Metric Value
Hyper-V Management 1 100 - 199
iSCSI 2 2007 299
Live Migration 3 40017 499
Cluster Shared Volumes 4 3007 299
Other Networks 5 1000 - 4999
Cluster Heartbeat 6 5007 599
Virtual Machines (pNICs) 7 5000 - 6999
Virtual Switches 8 7000 - 9999

NetApp Storage Best Practices for Microsoft Virtualization
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2.2

HYPER-V CLUSTER NETWORK CONSIDERATIONS

The best practices discussed previously as part of Section 2 are very important, but are elevated even more so
in importance, when considering deployment of Hyper-V servers as part of a Failover Cluster.

After the Failover Clustering has been enabled on all Hyper-V servers configured as part of the cluster, add
itional configuration is still recommended for optimal performance.

15

2.2.1 Pre-Configuration Recommendations
Prior to enabling Failover Clustering on any Hyper-V server, there are considerations that need to be
made and specific steps to be taken with regard to the Hyper-V s er ver 6s net work co

1. All physical NICs, across all Hyper-V servers that are to be part of the new Failover Cluster should
be named exactly the same ideally. If following the network naming standard discussed in
Network Naming Standard in Section 2.2.4 previouly, this is only possible if using the same
server hardware, same physical NICs, and installing the network PCI cards in the same slots
across all servers in the cluster. When you are not using the same server hardware and physical
NIC configuration, you may consider simplifying the network naming standard used even further to
allow all network connections to be named similarly. However, this is not a requirement, only a
suggestion for consideration.

2. Ensure that the Network Connections considered as part of the same functional group, as initially
defined in Table 2-5 previously, are configured similarly. Minimally, each NIC should be able to
communicate with other NICs in the same functional group and configured with similar IP settings
(except for IP Address). For the best possible outcome, the physical NICs should not only have
the similar IP settings, but the same hardware settings within the adapter properties itself.

3. Ensure that the Network Binding Order is the same for each Hyper-V server that will be configured
as part of the Windows Failover Cluster.

4. Similarly, if you modify the Network Metric Values for the physical NICs, then these should be the
same across all physical NICs, across all Hyper-V servers that will be configured as part of the
Windows Failover Cluster.

NetApp Best Practice Recommendation

NetApp recommends using steps 1 through 4 above as an opportunity to check

over your network configuration, even if you have already followed these best

practices as part of the initial configuration of your physical NICs. Having a

consistent configuration across all Hyper-V nodes within the cluster allows for

optimal performance and ease of management.
NetApp asks administrators to consider disabling all non-critical physical NICs prior to enabling Failover
Clustering. Critical NICs include those used for Hyper-V Management, IP Storage communications (if
present), and the Cluster Private network (commonly used for Windows Failover Cluster heartbeat
communications). After all non-critical NICs have been disabled; you may proceed with adding the
Failover Cluster feature to the Hyper-V server.
2.2.2 Post-Configuration Recommendations
After the Failover Cluster feature has been added, use Failover Cluster Manager to begin configuring
your cluster networks, and proceed to Naming Cluster Networks in Section 2.2.3 below.
If you have disabled all non-critical NICs prior to enabling the Failover Cluster feature, then the only
net wor ks present under fiNetworkso within Failove
were not disabled prior to configuring the Hyper-V server with Failover Clustering. Therefore continue to

follow the steps in this section before proceeding to Naming Cluster Networks in Section 2.2.3 below.

Before making any further changes, begin by enabling the same adapters across all Hyper-V nodes
within the Failover Cluster. However, only enable one functional network at a time, which means you
may enable only one or two physical NICs per Hyper-V node at a time, repeating this for all Hyper-V
nodes within the cluster. Continue the process to enable physical NICs that are part of the same logical
network (usually defined by functional areas as laid out in Table 2-5), one cluster network at a time, for
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each Hyper-V node in the cluster. After all physical NICs across all Hyper-V nodes have been enabled
for a specific cluster network, return to Failover Cluster Manager to ensure that they all are grouped
within the same cluster network as previously planned.

While you may choose to enable all the previously disabled NICs at the same time, across all Hyper-V

nodes within the cluster, if an issue arises where the cluster networks are not defined as planned, fixing

the cluster networks is only further complicated by the rush.

2.2.3 Naming Cluster Networks

As discussed previously in Network Naming Standard in Section 2.1.5, the same general

recommendations apply.

NetApp Best Practice Recommendation

Establish an easy to understand naming standard for all cluster networks, one
that contains as few characters as possible, but describes the function of the

network.

Example: In NetApp internal |

networks comprised of the NICs used to manage the Hyper-V
uster

for the cl

n aatuster f or
nodes, i
or i SC

abs, Wgmtu ses fia

net work used f

cluster network used for the failover cluster heartbeat.

2.2.4 Configuring Cluster Networks

Once all of the cluster networks are properly defined for the entire Hyper-V cluster, we can now
proceed to configure the settings for each cluster network. This can be done by viewing each cluster
network within Failover Cluster Manager and then choosing from the pane on the right side of Failover

Cluster Manager
[Z5 Fallover Cluster Manager =
= F_a\lover Cluster M.anager Networks Recent Clustd=)
B 55 hvpacluster. virtul Jo
5 Services and appl Name Shatus Cluster Lse
=i Nodes =2 0o
o] Cluster Shared Yc :lj PUBLIC '\i\‘ Up Enabled
i Storage 5 STORSGE  (®)Up Disabled
B 153 Networks -
53 PRIVATE
&3 PUBLIC
53 STORAGE
Cluster Events
;1' PRIVATE
Status: Subnets:
Up 192.168.189.0/24 [IP+4)
J I Hjxi | ’

£
r -1

Actions
A General |
View b =
1 erare
@ Refresh 5
E Help Name:
|PRIVATE
PRIVA
M % Allow cluster network. commurication an this network.

Show the ...

D Properties

™ Allow clients to connect thiough this network

" Da ot allow cluster network communication an this network

Up
192.168.189.0/24

ELES

Subnets

Ok | Cancel | Apply |

ti-¢ll iedkiimMgtomna os pecirfiighhtcl ust er

Figure 2-1 Cluster Network Properties

Use Table 2-6 below to configure each cluster network according to itts function(s). The settings below

are abbreviated as foll owsé
e Alowcl usteré = Allow cluster network communica
e Alowcl i entsé = Allow clients to connect throug
¢ Do not allow clusteré = Do not allow cluster
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Table 2-6) Recommended cluster network configuration settings

Cluster Network Description Cluster Network Setting

Hyper-V Management Allowcl ust er écl/i eMmltlscéw
iSCSI Do not allow cl ust ¢
Live Migration Do not allow clust ¢
Cluster Shared Volumes Allowcl uster é

Other Networks Configure based on environment

Cluster Heartbeat Allowcl uster é

Virtual Machines (pNICs) Do not allow clust ¢
Virtual Switches Do not allow cl ust ¢

NetApp Best Practice Recommendation

NetApp has provided these configuration settings for cluster networks as a
reference, but understands that each Hyper-V deployment will differ. This
includes those who haveno6t confi gu8e
to use a separate physical network. Therefore use your best judgement when
considering the configuration recommended in Table 2-6.

Where the configuration in Table 2-6 matches your environment, NetApp
recommends applying the configuration settings shown.

However, Net Ap p d o e xlnstet neteorkmentes to match the functional
description provided in Table 2-6. Use your best judgement when matching
your cluster networks to those described functionally in Table 2-6.

2.2.5 Cluster Network Metrics

Al t hough we hayv e tetShared Vadumes $CGS¥silin rAuchudstail yet, other than briefly
introducing CSVs previously within Physical Network Adapters in Section 2.1.1, we did discuss the
recommendation from Microsoft to dedicate a minimum of one physical NIC for CSV communications.

NetApp Recommendation

Net App supports Microsoftds recomme
one physical NIC for CSV communication in each Hyper-V node within the
cluster.

Each cluster network within a Hyper-V cluster has two settings for network prioritization i Metric and
AutoMetric. The Metric value is used to determine the priority for a specific cluster network. The
AutoMetric setting is changed between True and False, depending upon if the administrator configures
a manual setting for the Metric value. For private cluster networks, the Metric value should fall between
1000 and 10,000 and for public cluster networks, the Metric values begin at 10,000.

The Hyper-V cluster usesthe Wind o ws Power Sheldl ucsnidelreNe tfiw®ertk 0 t o
prioritization of the cluster networks and chooses the cluster network with the lowest Metric value as the
preferred network for CSV communication. Why can it be considered as preferred, rather than
dedicated? This is because the network connection used for CSV communication is fault tolerant.
Therefore, if the primary cluster network configured for CSV communications experiences issues or
fails altogether, the Hyper-V cluster will detect this event and automatically move CSV communications
to the cluster network with the next lowest Metric value.

The same Windows PowerShell cmdlet used to identify the cluster network used for CSV
communication i Get-ClusterNetwork - also allows us to change the settings of the cluster networks.

NetApp Storage Best Practices for Microsoft Virtualization
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Using the Windows PowerShell cmdlet is the only way to configure a preferred network for CSV
communication, in R2 there is no option within any user interface to configure the cluster network Metric
values.

Within Table2-7 bel ow, you will find NetAppbés recommend:
functional cluster network.

Table 2-7) Recommended cluster network AutoMetric and Metric values

Cluster Network Description AutoMetric Metric
Hyper-V Management True Auto
iSCSI True Auto
Live Migration False 1000 - 1099
Cluster Shared Volumes False 500 - 999
Other Networks True Auto
Cluster Heartbeat False 1500 - 1999
Virtual Machines (pNICs) True Auto
Virtual Switches True Auto

NetApp Best Practice Recommendation

NetApp has provided these configuration settings for cluster networks as a
reference, but understands that each Hyper-V deployment will differ. This
includes those who haveno6t confi guT7e
to use a separate physical network, therefore use your best judgement when
considering the configuration recommended in Table 2-7.

Where the configuration in Table 2-7 matches your environment, NetApp
recommends applying the configuration settings shown.

However, NetAp p d o e s nduster aetwork mames to match the functional
description provided in Table 2-7. Use your best judgement when matching
your cluster networks to those described functionally in Table 2-7.

Table 2-7 assumes that each cluster network described in the left column is a separate physical
network. If you have combined functions on the same network or are using VLANSs to define separate
logical networks versus physical networks, use your best judgement when setting Metric values for
each cluster network configured within the Hyper-V cluster.

Table 2-7 above also assumes that a Metric value between 500 and 999 assigned to the cluster
network preferred for CSV communications is the lowest setting of all cluster networks present. It

s h o u | epogsible for any other private cluster network to have a value lower than 1000, therefore
you may leave all other cluster networks AutoMetric setting set to auto, as long as you confirm that the
cluster network you prefer for CSV communications is configured with the lowest Metric value. If not,
consider configuring additional cluster network metrics to ensure preference of cluster networks for
CSV and Live Migration communications.

To manage the cluster network used for CSV communications, follow these steps:

Step | Action

1. Log into any Hyper-V Server that is a member of the Failover Cluster
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2. Open Windows PowerShell Modules in Administrative Tools:

Start -> All Programs -> Administrative Tools -> Windows PowerShell
Modules

3. To enumerate the current cluster network settings, type the following command:
Get-ClusterNetwork | ft Name, Metric, AutoMetric

4, To set the metric value for a specific cluster network, you must know the name
of the cluster network, taken from the info provided in the results of the previous
command. Once you know the name of the cluster network you wish to
configure for CSV communication, type the following commands:

$csv=Get-Cl ust er Net work fA[insert clust
$csv.Metric = [insert recommended metric value from table 2-7]

5. To validate the current cluster network settings, type the following command:
Get-ClusterNetwork | ft Name, Metric, AutoMetric

STORAGE NETWORKING CONSIDERATIONS

When designing a network infrastructure (FC or IP), it should have no single point of failure. A highly available
solution includes having two or more FC or IP network switches, two or more HBAs or NICs per Hyper-V
server, and two or more target ports or NICs per storage controller. In addition, if using Fibre Channel, two
fabrics are required to have a truly redundant architecture. For additional information on designing and
deploying a FC/iSCSI solution refer to the NetApp Fibre Channel and iSCSI Configuration Guide on NetApp
NOWE for your version of Data ONTAP®.
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2.3.1 Fibre Channel Storage Networking

FIBRE CHANNEL MULTIPATHING OPTION

NetApp clustered storage systems have an option known as cluster failover mode (cfmode) that defines
how Fibre Channel ports behave during failover in an active-active configuration. Selecting the right
cfmode is critical to making sure your LUNs are accessible and optimizing your storage system's
performance in the event of a failover.

NetApp Best Practice Recommendation

NetApp strongly recommends that the cfmode be set to single system image
(SSI) as it provides LUNs accessibility across all storage ports.

To verify the current cfmode using the NetApp console, follow these steps:

Step | Action

1. Log into the NetApp console using either SSH, Telnet, or console connection.

2. Type the following into the prompt:
fcp show cfmode

3. If cfmode needs to be changed to SSI, type the following into the prompt:
priv set advanced

4, Then type the following into the prompt:
fcp set cfmode <mode type>

Single system image requires additional multipathing configuration on the Hyper-V server. For more
information about the different cfmodes available and the impact of changing a cfmode, see the NetApp
Block Access Management Guide for iISCSI and FC on NetApp NOWE for your version of Data
ONTAP®. For a complete list of supported Hyper-V configurations, see the NetApp Interoperability
Matrix.
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NetApp Best Practice Recommendation

The storage controllers should have at least two FC HBA ports available to
ensure that there are redumdant paths available between the NetApp storage
system and the Hyper-V servers.

2.3.2 IP Storage Networking

NETAPP VIRTUAL INTERFACES

A virtual network interface (VIF) is a mechanism that supports aggregation of network interfaces into
one logical interface unit. Once created, a VIF is indistinguishable from a physical network interface.
VIFs are used to provide fault tolerance of the network connection and in some cases higher
throughput to the storage device.

Multimode VIFs are compliant with IEEE 802.3ad. In a multimode VIF, all of the physical connections in
the VIF are simultaneously active and can carry traffic. This mode requires that all of the interfaces are
connected to a switch that supports trunking or aggregation over multiple port connections. The switch
must be configured to understand that all the port connections share a common MAC address and are
part of a single logical interface. Figure 2-1 is an example of a multimode VIF, interfaces €0, el, e2,
and e3 are part of the MultiTrunk1 multimode VIF. All four interfaces in the MultiTrunkl multimode VIF
are active.In a single-mode VIF, only one of the physical connections is active at a time. If the storage
controller detects a fault in the active connection, a standby connection is activated. No configuration is
necessary on the switch to use a single-mode VIF, and the physical interfaces that make up the VIF do
not have to connect to the same switch. Note that IP load balancing is not supported on single-mode
VIFs. Figure 2-2 is an example of a single-mode VIF, in the figure, e0 and el are part of the
SingleTrunkl single-mode VIF. If the active interface, €0, fails, the standby el interface takes over and
maintains the connection to the switch.

Switch

el el el e3
kAUt TrUrk

Figure 2-1) Multimode VIF

Switch Switch

el fails —— =

= el el =

SingleTrunk? SingleTrunk

Figure 2-2) Single-mode VIF

20 NetApp Storage Best Practices for Microsoft Virtualization



It is also possible to create second-level single or multimode VIFs. By using second-level VIFs it is
possible to take advantage of both the link aggregation features of a multimode VIF and the failover
capability of a single-mode VIF. In this configuration, two multimode VIFs are created, each one to a
different switch. A single-mode VIF is then created composed of the two multimode VIFs. In normal
operation, traffic flows over only one of the multimode VIFs, but in the event of an interface or switch
failure, the storage controller moves the network traffic to the other multimode VIF. For detailed
information on the different types of VIFs refer to the Data ONTAP Network Management Guide on
NetApp NOWE for your version of Data ONTAP®.

Switchl Switch2
SingleTrunkl
e0 el e2 e3
MultiTrunk1 MultiTrunk2

Figure 2-3) Second-level VIF

NetApp Best Practice Recommendation

The storage controllers should have two or more target ports to ensure that
there are redundant paths available between the NetApp storage system and
the Hyper-V servers.

ISCSI TRAFFIC SECURITY

NetApp storage controllers also allow the restriction of the iISCSI protocol to specific interfaces and/or
VLAN tags. These simple configuration settings have an enormous effect on the security and
availability of IP-based host disks.

NetApp Best Practice Recommendation

For those Hyper-V environments that will be deployed using iISCSI, NetApp
strongly recommends that separate physical networks be implemented for
handling the general IP communication between servers and virtual machines
and for handling all storage-related IP communication. At minimum, the traffic
should be virtually segregated using 802.1Q VLAN tagging.

2.3.3 Masking and Zoning

When provisioning storage for access using FCP or iSCSI, the storage must be masked so that the
appropriate Hyper-V parent and child partitions can connect to them. With a NetApp storage system,
LUN masking is handled by the creation of initiator groups (also known as igroups).

If NetApp SnapDrive® for Windows is installed within the Hyper-V server or guest OS, it can be used to
configure igroups though t heiski-hatiors.gHeweVeGif yowape nWi z a
using NetApp SnapDrive, a more manual process must be followed, where you first obtain the IQN

and/or WWPN for the configured storage connectivity. You will find information on how to accomplish

this below.
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NetApp Best Practice Recommendation

NetApp recommends creating an igroup for each Hyper-V server, Windows
failover cluster (a combination of multiple Hyper-V servers), or each guest OS
(for the option of direct LUN access by guest OS using the Microsoft iSCSI
Software Initiator) depending on requirements. Note: If a Hyper-V server or
cluster will use both Fibre Channel and iSCSI protocols, separate igroups must
be created for Fibre Channel and iSCSI.

NetApp also recommends including the name of the Hyper-V server, Windows
failover cluster, or guest OS and the protocol type (for example, DC1_FCP and
DC1_iSCSI) within the naming convention for the igroup. This naming
convention and method simplify the management of igroups by reducing the
total number created. It also means that all Hyper-V servers in the Windows
failover cluster see each LUN at the same ID. Each initiator group includes all of
the FCP worldwide port names (WWPNSs) or iSCSI qualified names (IQNs) of
the Hyper-V servers in the cluster.

NetApp recommends using NetApp SnapDrive to manage igroups for the
configured storage.

OBTAINING THE IQN (ISCSI)

Obtain the iISCSI qualified name (IQN) from the Hyper-V server or guest OS by opening a command
prompt and running the following command: iscsicli. For more information on obtaining the IQN for all
configured iISCSI initiators, see Configure Windows Server 2008 Initiator Groups on NetApp
Storage in section 3.6.4 of the NetApp Implementation Guide for Microsoft Virtualization (TR-3733),
and follow the step-by-step instructions.

OBTAINING THE WWPN (FC)

Obtain the WWPN for the FC ports using the NetApp Windows Host Utility (discussed later in this TR)
or the HBA vendor host utility (for example, Qlogic SAN Surfer) on the Hyper-V server. For more
information on obtaining the WWPN of all Fibre Channel HBAs installed, see Fibre Channel Zoning
Configuration in section 3.5 of the NetApp Implementation Guide for Microsoft Virtualization (TR-
3733), and follow the step-by-step instructions.

3 STORAGE CONFIGURATION

In a Hyper-V environment, the availability and performance of the shared storage infrastructure are more
critical than those of the individual servers running the virtualized server environment. It is therefore vital that
the required level of availability and performance be factored in when selecting and designing the storage
solution for the virtualized server environment. NetApp offers a comprehensive set of software and hardware
solutions to address the most stringent requirements for availability and performance of large, scalable Hyper-V
environments.

ACTIVE-ACTIVE NETAPP CONTROLLERS

When designing a shared storage environment for Microsoft Hyper-V it is essential that the solution be highly
available. NetApp uses an active-active controller design to make sure of data availability in business-critical
environments, such as Microsoft Hyper-V virtual environments. Active-active controllers provide simple,
automatic, and transparent failover to deliver enterprise class availability. Providing the highest level of
availability of the shared storage is critical as all servers depend on it. For more details, see High-Availability
System Configuration and NetApp TR-3450: Active-Active Controller Overview and Best Practices Guidelines.

NetApp Best Practice Recommendation

Use active-active storage configurations to improve overall system availability by
eliminating a single point of failure (SPOF).
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MULTIPATH HA

Multipath HA storage configuration further enhances the resiliency and performance of active-active controller
configurations. Although cluster failover software provides high availability by providing fault tolerance in the
event of a controller failure, storage triggered events often result in unneeded failovers or prevent successful
takeovers. Multipath HA storage enhances storage resiliency by reducing unnecessary takeover by a partner
node due to a storage fault, improving overall system availability and promoting higher performance
consistency. Multipath HA provides added protection against various storage faults, including HBA or port
failure, controller-to-shelf cable failure, shelf module failure, dual intershelf cable failure, and secondary path
failure. Multipath HA helps provide consistent performance in active-active configurations by providing larger
aggregate storage loop bandwidth. For more details see NetApp TR-3437: Storage Best Practices and

Resiliency Guide.

NetApp Best Practice Recommendation

Use multipath HA with active-active storage configurations to promote higher
performance consistency as well as improve overall system availability.

RAID DATA PROTECTION

A challenge of any server consolidation effort (for example, server virtualization) is increased risk if the
consolidated platform fails. As physical servers are convertedtov i r t u al ma c khilcshpaditiopsoa li Ine
Hyper-V terminology) and multiple virtual machines are consolidated onto a single physical server (called

fparent partitiond i n -\Htgrmpieology), the impact of a failure to the storage platform could be catastrophic.

When focusing on storage availability, many levels of redundancy are available for deployments, including
purchasing physical servers with multiple storage interconnects or HBAs, deploying redundant storage
networking and network paths, and leveraging storage arrays with redundant controllers. A deployed storage
design that meets all of these criteria can help to mitigate single points of failure. The reality is that data
protection requirements in a Hyper-V virtual infrastructure are greater than those in a traditional physical server
infrastructure, considering that a single server failure could result in the failure of multiple applications. Data
protection is a paramount feature of shared storage devices.

NetApp RAID-DP® is an advanced RAID technology that provides the default RAID level on all storage
systems. RAID-DP protects against the simultaneous loss of two drives in a single RAID group. It is very
economical to deploy; the overhead with default RAID groups is a mere 12.5%. This level of resiliency and
storage efficiency makes data residing on RAID-DP safer than data residing on RAID 5 and more cost effective
than RAID 10.

NetApp Best Practice Recommendation

Use RAID-DP, the NetApp high-performance implementation of RAID 6, for better data
protection on all RAID groups that will store virtual disks for the Hyper-V virtual
machines.

REMOTE LAN MANAGEMENT (RLM) CARD

The RLM card provides a secure out-of-band access to the storage controllers, which can be used regardless
of the state of the controllers. The RLM offers a number of remote management capabilities for NetApp
controllers including remote access, monitoring, troubleshooting, logging, and alerting features. The RLM also
extends AutoSupport capabilities of the NetApp controllers by sending alerts or notification using an
AutoSupport message when the storage system goes down, regardless of whether the controller can send
AutoSupport messages. These AutoSupport messages also provide proactive alerts to NetApp to help provide
faster service. For more details, visit Remote LAN Management (RLM) on NetApp NOW.

NetApp Best Practice Recommendation

Use the latest storage controller, shelf, and Data ONTAP general deployment release
available on the NOW (NetApp on the Web) Web site. As a minimum, NetApp
recommends using Data ONTAP release 7.3 or later with Hyper-V virtual environments.
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NETAPP STORAGE SOFTWARE AND TOOLS

4.1.1 NetApp Windows Host Utilities Kit

Windows Host Utilities is NetApp software that modifies system settings so that the Hyper-V parent or
child OS operates with the highest reliability possible when connected to NetApp SAN storage.

The utility checks for the appropriate operating system patches, verifies, and updates registry keys to
set proper timeout values and sets HBA parameters. The updates to registry entries and HBA
parameters enable the host to correctly handle storage system failover and reboot and specify LUN
types claimed by Windows multipathing components. In addition, the diagnostic programs (data
collection scripts) provide information about the server, storage system configuration, and Fibre
Channel switches. The outputs of these scripts are useful for NetApp Customer Support to troubleshoot
your configuration.

NetApp Windows Host Utilities 5.x is supported on both Hyper-V server and child operating systems.
These child operating systems include Windows Server 2008/R2, Windows Server 2003, Windows XP,
and Windows Vista. It supports Fibre Channel, iSCSI, and mixed FC and iSCSI connections. It also
supports iISCSI host bus adapters (HBAS).

NetApp Best Practice Recommendation

NetApp strongly recommends the Windows Host Utilities Kit be installed on all
Hyper-V servers.

For Windows Server 2008, NetApp requires that you install Windows Host
Utilities Kit that is version 5.1 or later. For Windows Server 2008 R2, NetApp
requires that you install Windows Host Utilities Kit that is version 5.2 or later.

For details on download, installing, and configuring NetApp Windows Host Utilities 5.x, read the
Windows Host Utilities 5.0 Setup Guide, available on the NetApp NOW site. In addition, for more
information on the installation of NetApp Windows Host Utilities Kit 5.x, see NetApp Windows Host
Utilities Kit in section 3.4.1.1 of the NetApp Implementation Guide for Microsoft Virtualization (TR-
3733), and follow the step-by-step instructions.

4.1.2 Multipathing/MPIO

The generic term multipathing is used to describe the ability of a system to use more than one
read/write path to a storage device. Multipathing provides a high-availability solution that provides fault
tolerance against single-point-of failure in hardware components. Multipathing can also provide load
balancing of I/O traffic, thereby improving system and application performance.

MICROSOFT MULTIPATH 1/O (MPIO)

Microsoft MPIO is a feature that provides support for using multiple data paths to a storage device. It
increases availability by providing multiple paths (path failover) from a server or cluster to a storage
subsystem. Windows Server 2008 R2 natively includes support for Microsoft MPIO.

Microsoft MPIO is supported by both the Hyper-V server parent partition (independent of the child OS)
and by a supported Windows Server guest OS within a child partition, which does not include Windows
XP or Vista.

Microsoft MPIO is protocol independent and is supported with iISCSI, Fibre Channel, and SAS.

It is an extensible solution to enable storage partners such as NetApp to create device-specific modules
(DSMs) to provide optimized solutions. The DSM, as its name suggests, is a module used to determine
how MPIO should behave for specific devices (for example, NetApp LUN). Microsoft provides a generic
DSM natively in Windows Server 2008 R2. There are several storage path load-balancing policies
supported by the Microsoft DSM:

e Failover, where no load balancing is performed
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¢ Round robin load balancing where the DSM will use all available paths for I/O in a balanced,
round robin fashion

¢ Round robin with a subset of paths load balancing wherein the application will specify a set of
paths to be use in round robin fashion, and a set of standby paths

¢ Dynamic least queue depth load balancing
e Weighted path load balancing
Regardless of the chosen setting, the Microsoft DSM remembers load balance settings across reboots.

NetApp has also developed a DSM called Data ONTAP DSM that helps MPIO interact with NetApp
storage systems. The details of the Data ONTAP DSM are described in the next section.

DATA ONTAP DSM FOR WINDOWS MPIO

The Data ONTAP DSM for Windows MPIO enables NetApp storage systems to integrate with Microsoft
MPIO on Windows Server 2008 Hyper-V servers and thus provide highly available to applications. The
Data ONTAP DSM identifies its list of supported devices, and any time it sees a NetApp LUN, it will
claim that device (NetApp LUN). It determines all the paths pointing to the same LUN so that MPIO can
group them into the virtual disk that Windows Server 2008 Hyper-V server will mount. It is also
responsible for communicating with MPIO which path to route I/O, especially important in the event of a
failover. There can be multiple active paths and multiple passive paths. If all of the active paths fail, the
DSM automatically switches to the passive paths, maintaining the host's access to its storage. For
Windows Server 2008 Hyper-V servers, NetApp recommends Data ONTAP DSM 3.2R1 or higher. The
installation program installs the DSM and any required Windows MPIO components. The program also
sets Windows registry values and host bus adapter (HBA) parameters. It can coexist with the Microsoft
MS DSM.

It is supported for both the Hyper-V server and the child OS, except for Windows XP and Vista as
Microsoft MPIO is not supported for Windows XP and Windows Vista.

Data ONTAP DSM can manage both FCP and iSCSI paths, including mixed FCP and iSCSI paths to
the same virtual disk (LUN), and can apply load balancing as well as fail over schemes to the LUN. The
Data ONTAP DSM also supports multiple iSCSI paths (that is, two iISCSI HBAs, two NICS, one iSCSI
HBA and one NIC). At the time of publication, LUNs over iSCSI software initiator are supported at the
child OS level.

NetApp Best Practice Recommendation

For a highly available connection to the storage system, NetApp requires
installing the supported version of multipathing software such as the Data
ONTAP DSM for Windows MPIO.

For Windows Server 2008, NetApp requires that you install Data ONTAP DSM
that is version 3.2R1 or later. For Windows Server 2008 R2, NetApp requires
that you install Data ONTAP DSM that is version 3.3.1 or later.

For the currently supported multipathing software versions and related
requirements, see the NetApp Interoperability Matrix.

DATA ONTAP LOAD BALANCING POLICIES

The Data ONTAP DSM for Windows MPIO supports a number of load balancing policies for Windows
Server 2008 Hyper-V server. These include:

e Least queue depth is an active-active policy that tracks the outstanding 1/0 queues across all
paths and the current I/O is submitted to the path with the least queue depth. This policy
provides the maximum performance/throughput and is the default policy.

e Least weighted path is an active-passive policy that allows the user to assign weights to each
I/O path and the path with the least weight is used. Path weights are persisted across Windows
Server 2008 reboots. A new path is chosen only when the active path fails.
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e Failover is an active-passive policy wherein all /0 is submitted to one path and only submitted
to a different path in case the primary path fails.

e Autcas si gned i dalaveromillyador wia hi t he exception that
change the active path and the DSM chooses which path should be used for all 1/0.

+ Round robin is an active-active policy wherein 1/O is sequentially submitted to all the available
paths.

NetApp Best Practice Recommendation

The least queue depth policy is the default and NetApp best practice
recommendation for Hyper-V deployments with MPIO configured.

DATA ONTAP DSM COEXISTENCE WITH OTHER DSMS (ISCSI ONLY)

The Microsoft iISCSI software initiator also includes a DSM that can manage the iSCSI paths that use
the software initiator. The two DSMs (Microsoft DSM and Data ONTAP DSM) can coexist, as long as
both versions are listed on the appropriate support matrixes. It is recommended that you install the
Microsoft iISCSI DSM even if you claim iSCSI LUNs with the Data ONTAP DSM. When both DSMs are
installed, the Data ONTAP DSM has priority in claiming iISCSI LUNs on NetApp.

If you install the Microsoft iISCSI software initiator on the same Hyper-V server as the Data ONTAP
DSM:

¢ Install the Windows Host Utilities for native OS. For recommended version, see NetApp
Windows Host Utilities Kit in section 5.1.1 of this document.

e Check the support matrix for the latest information.

e If you want to use the Microsoft iISCSI DSM, be sure to install the Microsoft iISCSI DSM by
selecting the Microsoft MPIO multipathing support for iISCSI check box when installing the
initiator. Choose to claim only FCP LUNs when installing the Data ONTAP DSM.

For details on installing and configuring Data ONTAP DSM, read the Data ONTAP DSM for Windows
MPIQ Installation and Administration Guide, available on the NetApp NOW site. In addition, for more
information on the installation of NetApp Windows Host Utilities Kit 5.x, see NetApp Data ONTAP DSM
for Windows MPIO in section 3.4.1.2 and section 3.4.2.2 of the NetApp Implementation Guide for
Microsoft Virtualization (TR-3733), and follow the step-by-step instructions.

ISCSI MULTIPLE CONNECTIONS PER SESSIONS

The iSCSI specification provides for an optional feature referred to as multiconnection sessions (MCS).
iISCSI defines this concept as an iSCSI initiator establishing a session with an iISCSI target. MCS allows
for this single iISCSI session to utilize multiple TCP connections. The use of MCS and MPIO for
concurrently connecting to the same LUN is not supported.

4.1.3 NetApp SnapDrive for Windows

SnapDrive is NetApp software that helps a system administrator provision and manage storage directly
from a server. SnapDrive also gives flexibility to application and/or system administrators by enabling
them to define their data protection and business continuance policies, and more importantly, it allows
administrators to resize the storage on the fly without any disruption of application service. SnapDrive
simplifies storage and data management by using the host operating system and NetApp technologies,
by hiding the complexity of steps that must be executed on both the storage system and the host
system, and by removing the dependency on the storage administrator. Key SnapDrive for Windows
functionality includes SAN storage provisioning on the host, consistent data SnapshotE copies, and
rapid application data recovery from Snapshot copies. SnapDrive complements the native file system
and volume manager technology, and integrates seamlessly with the clustering technology supported
by the host operating system to provide high availability of the service to its users. SnapDrive manages
LUNSs on a storage system, making these LUNs available as local disks on Windows hosts. This allows
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Windows hosts to interact with the LUNSs just as if they belonged to a directly attached redundant array
of independent disks (RAID). SnapDrive provides the following additional features:

* Online storage configuration, LUN expansion, and streamlined management
e Connection of up to 128 LUNs

¢ Integration of Data ONTAP Snapshot technology, which creates point-in-time images of data
stored on LUNs

e Integration with SnapMirror® software to facilitate disaster recovery from either asynchronously
or synchronously mirrored destination volumes

e Enabling SnapVault® updates of gtrees to a SnapVault destination
¢ Management of SnapDrive on multiple hosts
+ Simplified storage provisioning in Microsoft failover clustering configurations

e {SCSI session management

NetApp Best Practice Recommendation

NetApp highly recommends the installation of NetApp SnapDrive on all Hyper-V
and SCVMM servers to enable maximum functionality and support of key
features.

For Microsoft Windows Server 2008 installations where the Hyper-V role is
enabled and for Microsoft Hyper-V Server 2008, install NetApp SnapDrive for
Windows version 6.0 or later.

For Microsoft Windows Server 2008 R2 installations where the Hyper-V role is
enabled and for Microsoft Hyper-V Server 2008 R2 to support:

e  Existing features (no new R2 features) install NetApp SnapDrive for
Windows version 6.1P2 or later.

e New features (all new R2 features) install NetApp SnapDrive for
Windows version 6.2 or later.

NetApp SnapDrive for Windows version 6.0 or later is also supported for
installation within the child OS where Microsoft Windows Server 2003, Microsoft
Windows Server 2008, and Microsoft Windows Server 2008 R2 is installed.

For detailed instructions on installation and administration (provisioning and managing LUNs, data
protection, and so on) refer to the SnapDrive for Windows Installation and Administration Guide. In
addition, for more information on the installation of NetApp Windows Host Utilities Kit 5.x, see NetApp
SnapDrive for Windows in section 3.4.1.3 of the NetApp Implementation Guide for Microsoft
Virtualization (TR-3733), and follow the step-by-step instructions within the sections Download and
Installation.

For the latest supported software versions and related requirements, see the NetApp Interoperability
Matrix. Refer to the support matrix for further details on exact configurations supported.

4.2 NETAPP STORAGE PROVISIONING

421 Aggregates

An aggregate is NetAppbs virtualization layer, w
logical data sets that are referred to as flexible volumes. Aggregates are the means by which the total

IOPS available from all of the individual physical disks are pooled as a resource. The aggregate

concepti s wel |l suited to meet usersodo differing secu
as well as the most unpredictable and mixed workloads.

NetApp recommends that whenever possible, a separate small aggregate with RAID-DP should be
used for hosting the root volume. This aggregate will store the files required for running and providing
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GUI management tools for the NetApp storage system. The remaining storage should be placed into a
small number of large aggregates as this provides optimal performance because of the ability of a large
number of physical spindles to service 1/0O requests. On smaller arrays, it might not be practical to have
more than a single aggregate, due to the restricted number of disk drives on the system. In these
cases, it is acceptable to have only a single aggregate.

NetApp Best Practice Recommendation
When configuring an aggregate, NetApp recommends the following settings:

Double Parity: Select this option to benefit from RAID-DP, which is the preferred
RAID level for an aggregate.

RAID Group Size: Net App recommends selectini

most cases.

Disk Selection: A Aut omatico is selected by d
recommendation.

Disk Size: By default fAAny Sizeo will Inds

selecting disks of the same size when creating an aggregate.

Number of Disks: NetApp requires that at least three disks be assigned in order
to provision a new aggregate. NetApp recommends creating the largest
aggregate possible, in order to benefit from the increased I/O capacity of all the
spindles in the aggregate.

For details on configuring an aggregate, see Configure an Aggregate in section 3.6.1 of the NetApp
Implementation Guide for Microsoft Virtualization (TR-3733) and follow the step-by-step instructions.

4.2.2 Flexible Volumes

Flexible volumes contain LUNs that are accessed by Hyper-V servers over FC or iSCSI. They are
virtual volumes that you can manage and move independently from physical storage, and can be
created and resized as your application needs change.

NetApp Best Practice Recommendation

When configuring a FlexVol volume, NetApp recommends the following
settings:

Volume Type Selection: Selecti F1 exi bl ed to create a
which has many advantages over traditional volumes in a virtual environment.

Volume Name: NetApp suggests using a combination of the Hyper-V
hostname/cluster name and physical disk, the Hyper-V hostname/cluster name,
physical di sk, and replication polic
fiHost B _Diskl 4hmirror. o

Language: NetApp recommends accepting the default value, except where you
have a good reason for changing it.

UTF-8: NetApp recommends accepting the default value, except where you
have a good reason for changing it.

Space Guarantee: Choose the option desired. To achieve volume level thin
provi si oni ng.,Borsneré isfarration dee Bterage Thin
Provisioning in section 5.1 of this document.

Snapshot Reserve: NetApp recommends that all volumes be configured with
f0%0 and that the default Snapshot s
disabling the default Snapshot schedule, see Create a NetApp Flexible

V o | u mia gection 3.6.2.1 of the NetApp Implementation Guide for Microsoft
Virtualization (TR-3733), and follow the step-by-step instructions in step 7.
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For details on configuring a NetApp flexible volume or FlexVol volume, see Configure a Flexible
Volume in section 3.6.2 of the NetApp Implementation Guide for Microsoft Virtualization (TR-3733),
and follow the step-by-step instructions.

4.2.3

LUNs

LUNSs are units of storage provisioned from a NetApp storage system directly to the Hyper-V servers.
The Hyper-V server can access the LUNs using FC or iSCSI protocol as physical disks. The physical
disks can serve the following purposes in a Microsoft Virtualization environment:

Hyper-V parent partition: In a boot-from-SAN deployment, Windows Server 2008 R2 can be
installed on a LUN provisioned, zoned (single path only during installation, return to MPIO after
Hyper-V is installed), and connected to the physical Hyper-V server.

Windows failover clustering quorum or witness disk: In order to use live migration and high
availability for Hyper-V VMs, Windows failover clustering (WFC) must be configured. In order
to complete the configuration of Windows failover clustering, a witness or quorum disk must be
configured. It is required that all Hyper-V servers in the Windows failover cluster (WFC) must
be able to access this disk, thus provisioning a LUN from shared storage such as a NetApp
storage array meets the requirements.

VHD storage: A physical disk presented to the Hyper-V server can be used to store the virtual
hard disk (VHD) files that a virtual machine uses as virtual disks for storage.

Virtual machine pass-through disk: A physical disk presented to the Hyper-V parent partition in
an offline state can be assigned to a virtual machine for use as a virtual disk for storage. By
presenting the physical disk to the Hyper-V server in an offline state, it allows the child OS to
utilize the disk while bypassing the Hyper-V parent partition file system and it prevents the
Hyper-V parent partition and child partition from simultaneously accessing the physical disk at
the same time.

Child OS storage: A physical disk can be presented to the Hyper-V child partition directly,
completely bypassing the Hyper-V parent partition storage architecture and file system. The
child OS would utilize the Microsoft iISCSI Software Initiator to directly connect LUNs using the

i SCSI protocol using one or mor .eThechild @Shcantheri r t |

manage and directly access the physical disk for storing data the same way that the Hyper-V
parent partition would.

PROCESS TO CREATE A LUN

The procedure for creating LUNSs is the same regardless of the protocol you use to access the LUN.
However, you must create an initiator group (igroup) of the correct type for the protocol. LUNs can be
created by using the Data ONTAP command line interface (CLI), by using the FilerView® interface, or
by using NetApp SnapDrive where installed.

NetApp Best Practice Recommendation

If NetApp SnapDrive for Windows is installed, it is strongly recommended that
you use SnapDrive to configure initiator groups. Refer to the documentation for
your version of SnapDrive for specific instructions. When configuring a LUN,
NetApp recommends the following settings:

LUN Type: Be sure to select the correct LUN type for your environment:
AiDedicatedo is appropriasharfednn iimsdiayp
clustered server nodes.

LUN Protocol Type: For details on selecting the appropriate LUN type for your
installation, see Selecting the Correct LUN Protocol Type below, in this
section.

Space Reserved: NetApp strongly recommends unselecting this setting, so that
the LUN is not space reserved. For more information see Storage Thin
Provisioning in section 5.1 of this document.
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For details on configuring a new LUN, see Disk Provisioning on Windows 2008 Servers in section
3.8 of the NetApp Implementation Guide for Microsoft Virtualization (TR-3733), and follow the step-by-
step instructions for your specific installation.

SELECTING THE CORRECT LUN PROTOCOL TYPE

When creating the NetApp LUN using FilerView or the CLI, thepar amet er ALUN Typebo
critical role. This parameter determines the on-disk layout of the LUN. It is important to specify the

correct LUN type to make sure that the LUN is properly aligned with the file system on it. The

underlying reason is that optimal performance with the storage system requires that 1/O be aligned to a
4096-byte boundary. Unaligned I/O might cause an increase in per operation latency. Unaligned 1/O
requires the storage system to read from or write to more blocks than necessary to perform logical

I/O. This issue is not unique to NetApp storage. Any storage vendor or host platform might exhibit this
problem.

The LUN type you specify depends on the OS, OS version, disk type, and Data ONTAP version. If the
incorrect LUN type is selected when the LUN is initially provisioned, a new LUN (with the correct LUN
type) will need to be created, and the data will need to be transferred from the existing misaligned LUN.
For complete information on LUN types for different OSs, see the Block Access Management Guide for
your version of Data ONTAP.

Review Table 4-1 through Table 4-3 below to determine the LUN types to use when configuring LUNs
for use with Windows Server 2008, for installations with and without the Hyper-V role enabled.

Table 4-1) LUN types for use with Data ONTAP 7.3.1 and later.

Windows Server 2008 Windows Server 2008 Windows Server 2008

Data ONTAP 7.3.1 or

later Physical Server Hyper-V Server Hyper-V Server
w/o Hyper-V Physical Disk Pass-Through Disk
With SnapDrive ) .
installed windows_gpt hyper_v LUN type of child OS
mlslttf;(I)IZLSnapDr|ve windows_2008 windows_2008 LUN type of child OS

Table 4-2) LUN types for use with Data ONTAP 7.2.5 through 7.3.0.

Windows Server 2008 Windows Server 2008 Windows Server 2008
Data ONTAP 7.2.5

through 7.3.0 Physical Server Hyper‘-V Seljver Hyper-V Serve-r
w/o Hyper-V Physical Disk Pass-Through Disk

With SnapDrive installed windows_gpt windows_gpt LUN type of child OS

?’r:’:tg‘l’lggsnap')”"e windows_2008 windows_2008 LUN type of child OS

Table 4-3) LUN types for use with Data ONTAP 7.2.4 and earlier.

Windows Server 2008 Windows Server 2008 Windows Server 2008
Data ONTAP 7.2.4 or

- Physical Server Hyper-V Server Hyper-V Server

w/o Hyper-V Physical Disk Pass-Through Disk
With SnapDrive installed linux linux LUN type of child OS
Without SnapDrive linux linux LUN type of child OS
installed

For Data ONTAP version 7.3 and earlier, the LUN
Data ONTAP CLI. Therefore, the LUNs for Hyper-V parent partition and Windows Server 2008 child
VMs must be created through the LUN setup command on the Data ONTAP CLI.

For LUNSs directly mapped to the child OS using the iSCSI software initiator running in the VM, the LUN
type of the intended child OS should be selected when creating the LUN. In addition, for LUNs
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assigned directly to the child OS using a pass-through disk configured for the Hyper-V server, the LUN
type of the intended child OS should be selected when creating the LUN.

NetApp Best Practice Recommendation

NetApp requires that the correct LUN protocol type be configured all LUNs
provisioned to the Hyper-V server. Failure to do so can result in misaligned VM
file systems and mild to severe performance degradation as a result.

If you have selected the incorrect LUN Protocol Type and then formatted the
disk, the disk is not aligned to the NetApp storage array. You must create a new
LUN, selecting the correct LUN Protocol Type, and then format the LUN. You
must then move the VMs and VHDs off the LUN with the incorrect LUN Protocol
Type. Using Quick Storage Migration can help here, but downtime for the VM
will be required, with or without Qucik Storage Migration, in order to move the
VMs and VHDs from the old LUN to the new LUN.

Do not just move the VM configuration files between LUNs. There are a few
options for migrating the VMs between LUNs

1. You must first export the VMs before moving them. Once the files have
been moved, you can delete the old VM and import the VM again
using the files from the previous process to export the VM.

2. Delete the VM and recreate it on the new LUN, select the appropriate
VHD, now located on the new LUN, as part of the process to create
the new VM.

4.3 MICROSOFT HYPER-V SERVER STORAGE PROVISIONING

DIRECT ATTACHED STORAGE VERSUS SHARED STORAGE

Microsoft Hyper-V supports the use of direct attached storage or DAS (SAS, SATA) and shared storage
(through Fibre Channel or iSCSI only, no support for NAS at this time). Even with Hyper-V support for DAS, it
quickly becomes clear when scaling your Microsoft Hyper-V environment beyond a few servers that the
advantages of utilizing shared storage far outweigh the lower acquisition costs of DAS. At minimum,
implementing quick/live migration or high availability through Hyper-Vés i nt egr at i taifovewi t h
clustering requires the presence of shared storage.

4.3.1 Traditional Volume

A traditional volume, for the purposes of this paper, is defined as a physical disk connected to the
Hyper-V parent partition, and dedicated to that Hyper-V parent partition. A traditional volume might be
created from direct attached storage (DAS) or shared storage, such as a LUN provisioned from the
NetApp storage array.

4.3.2 Standard Cluster Volume

A standard cluster volume, for the purposes of this paper, is defined as a physical disk connected to the
Hyper-V parent partition, and connected to multiple Hyper-V server nodes configured as part of a single
Windows failover cluster. However, only one Hyper-V server node in the cluster has access to read and
write to the standard cluster volume, so that it might host a virtual machine (VM) and access the virtual
hard disks or VHDs on the standard cluster volume. A standard cluster volume may only be created
from shared storage, such as a LUN provisioned from the NetApp storage array, which all Hyper-V
server nodes in the failover cluster are connected to.

VIRTUAL MACHINE LIMITATIONS

When deploying Hyper-V with standard cluster volumes, Microsoft recommends a one to one mapping
of virtual machinesto SANLUNs.Many refer to this as Microsoft
recommendation. The reasoning behind this is simple: if multiple VMs are present on a single standard
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cluster volume, the administrator will be unable to quick migrate these VMs individually between Hyper-
V server nodes in the cluster; instead they will be migrated as a group.

This is the result of the standard cluster volume being the root of every VM cluster resource; all VMs
and VHDs present on the volume would need to be taken offline momentarily to migrate even one of
the VMs (or all) between Hyper-V server nodes. In addition, Hyper-V is unable to migrate the VMs
concurrently, instead they are migrated individually, and each VM needs to be placed into a saved state
and subsequently returned to an operational state as part of the quick migration process.

Because downtime associated with an attempt to migrate a single VM increases with the presence of
additional VMs on the same standard cluster volume, Microsoft has recommended a one to one
mapping of virtual machines to SAN LUNs configured as standard cluster volumes. This remains true
when deploying with Windows Server 2008 Hyper-V, as well as when deploying standard cluster
volumes with Windows Server 2008 R2 Hyper-V.

WINDOWS SERVER 2008 HYPER-V

In Windows Server 2008 Hyper-V, because only one Hyper-V server node is allowed to host the VM
and access the VHDs on the standard cluster volumes, when migrating VMs and their resources (such
as VHDs) between Hyper-V server nodes, only quick migration is possible. This means that downtime
for the VM should be expected and taken into account when migrating VMs around the cluster.

WINDOWS SERVER 2008 R2 HYPER-V

In Windows Server 2008 R2 Hyper-V, although only one Hyper-V server node is allowed to host the VM
and access the VHDs on the standard cluster volumes, quick migration and live migration are both
supported methods for migration of VMs in a pure Windows Server 2008 R2 Hyper-V cluster.

Live migration is a long awaited and new feature with Windows Server R2, which allows the migration

of a VM between Hyper-V server nodes within a Windows failover cluster, without any interruption in
service. Users connected to the VM that is being live migrated might notice a slight decrease in
performance forafewmo ment s, but wulti mately the userdéds con
data shouldndét be interrupted, and they should r
physical Hyper-V server node to another. Live migration is possible with standard cluster volumes; a
cluster shared volume is not a requirement to support live migration in a Windows Server 2008 R2

Hyper-V cluster. Microsoft still recommends a one to one mapping of virtual machines to standard

cluster volumes.

4.3.3 Cluster Shared Volume (CSV)

A cluster shared volume or CSV, for the purposes of this paper, is defined as a physical disk connected
to the Hyper-V parent partition, and shared between multiple Hyper-V server nodes configured as part
of a single Windows failover cluster. This is a feature of failover clustering, available only with Windows
Server 2008 R2, and only for use with the Hyper-V role. A CSV may only be created from shared
storage, such as a LUN provisioned from the NetApp storage array, which all Hyper-V server nodes in
the failover cluster are connected to.

A CSV functions as a distributed-access file system that is optimized for Hyper-V and utilizes a
standard NTFS file system. This means that any shared storage supported as a standard cluster
volume can be configured as a CSV. CSVs enable multiple Hyper-V server nodes to concurrently
access the same disk or LUN. The introduction of CSVs in Windows Server 2008 R2 Hyper-V has
many advantages, including the following:

e Simplified storage management: More VMs share fewer LUNs.

e Independent movement of VMs: While multiple clustered VMs share the same LUN, they are
still able to migrate or failover between Hyper-V cluster nodes independently of one another.

e Shared namespace: CSVs do not need to be assigned a drive letter, reducing restrictions on
such, and eliminating the need to manage GUIDs or Mount Points.

e Enhanced availability: CSVs are able to detect and address additional failure events that
would otherwise cause the VMs to be unavailable.
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e Storage Efficiency: Pooling VMs on the same LUN simplifies capacity planning and reduces
the amount of space reserved for future growth, as it is no longer set aside on a per VM basis.

CSVs are implemented as a file system minifilter, within CSVfilter.sys, as shown in Figure 4-1, and it is

ParentPartition Child Partition
User Virtualization
Mode Stack
Kernel
MOdE Storage VSP
Image
Parser
Hardware
_: = _: ‘_—_.

responsible for intercepting NTFS metadata requests and all I/O requests.

Figure 4-1) CSV is implemented as a file system minifilter, as shown in the red circle above.

The Hyper-V cluster node where the LUN was first enabled as a CSV becomesthe CSVAiowner 0 n
(al so the ficoordinator 0 n o\ddujter fiodes cah dceessth8®SVY Whi | e
concurrently, the CSV nonowner nodes must forward all metadata operations (such as changes to file

size or properties) to the CSV owner node, but all nodes can perform data I/O level operations on the

CSV,; this is shown in Figure 4-2.
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%

Figure 4-2) CSV Metadata and Data I/O Operations between Hyper-V Cluster nodes

4.3.3.1 Cluster Shared Volumes Single Namespace

A feature of enabling a standard cluster volume to become a CSV is the availability of a single
namespace between all Hyper-V server nodes in the failover cluster, where any files (such as
VHDs) have the same file path and name from any Hyper-V server node in the failover cluster.
All CSVs are stored as directories and subdirectories beneath the

i %s y sdtivedCl ust er St orageo root foM3der, as il

l ClusterStorage

3 | - Omersiorags - 3 E FE
Fis Edt Yew Jook Help
Crganize = I : - ﬂ
— o Mame = | Dste modified | Type | sze
H Ceshiop A Volurnel 1872008 8:58 AM File Folder
Chr, Rescent Places e Volurmed 41072008 8:57 AWM File Folder
) Valurmed 418/2008 10:35 80 File Folder
24 Chuster Tast
-l Dooumerts
s =) 4l | |

Figure 4-3) Cluster shared volume single namespace.

As seen in Figure 4-3, the CSVs (Volumel, Volume2, and Volume3) are located in the
ClusterStorage folder. If the system drive was C:\ then the fully qualified paths to the previously
mentioned volumes would be:

e C:\ClusterStorage\Volumel
e C:\ClusterStorage\Volume2
e C:\ClusterStorage\Volume3
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This means that each CSMercesewel fOitt norrde agministraorsa  d -
have to manage Volume Mount Points or GUIDs. This reduces restrictions on drive letter
assignments and simplifies management of the CSVs.

4.3.3.2 Live Migration

As with a standard cluster volume in Windows Server 2008 R2 Hyper-V, live migration is also
supported with CSVs as well. However, there is an advantage to deploying CSVs in the Hyper-

V environment when it comes to live migration, especially over use of standard cluster

volumes; when live migrating VMs thatresideon a CSV, it reduces the
the end of the live migration process. This is because a standard cluster volume would have to

be unmounted and remounted as part of the Live Migration process, introducing additional

delay that could affect the availability of the VMs, but this is not the case with CSVs because

they are seen from all Hyper-V cluster nodes.

4.3.3.3 Virtual Machine Architecture

Because a CSV allows concurrent access to VMs and VHDs between all Hyper-V cluster

nodes, Microsoftnolongerrest ri cts or recommends depl oy men
such, an administrator may place any number of VMs and VHDs on the CSV, as long as the
CSVdés underlying storage is capable of handl
VHDs located within it.

Virtual machines that are deployed with pass-through disks are supported with live migration,
but pass-through disks cannot be enabled as CSVs. However, you might choose to keep the
VM configuration files on a CSV and/or use a VHD for the system volume and store that on a
CSV, while using pass-through disks for all other VM storage.

4.3.3.4 Dynamic I/O Redirection

As the result of improvements to Windows failover clustering with Windows Server 2008 R2,
administrators will benefit from improved fault tolerance across the Hyper-V server nodes in
the cluster. With CSV comes a feature called dynamic I/O redirection, which allows both
storage and network 1/O to be redirected within the failover cluster based on connection
availability, and is depicted in Figure 4-4.

Once /O for the CSV is being directed, it will report the event to the Windows event logs, and it
will also show within Failover Cluster Manager as well, as seen in Figure 4-5 below.

As might be expected, when redirecting storage I/O over the network, especially where
bandwidth of the IP network might be smaller than the original failed storage path, performance
of the Hyper-V cluster node, its storage subsystem, and VMs could be impacted. There are a
few things that an administrator can do to minimize the opportunity for events that cause 1/0
redirection to occur in the first place, as well as minimize any interruption to operation of the
Hyper-V cluster nodes or VMs as the result of I/O redirection occurring.

NetApp Best Practice Recommendation

Networks: In addition to the NICs installed in the Hyper-V server for
management, VMs, IP storage, and more; NetApp strongly recommends that
you dedicate a physical network adapter to CSV traffic only. The physical
network adapter should be a minimum of 1GB. If you are running large servers
(16 LCPUs+, 64GB+), planning to use CSVs extensively (many, large numbers
of), and/or planning to dynamically balance VMs across the cluster using
SCVMM or just use live migration itself extensively; you should consider using
10GB Ethernet for CSV traffic instead.

Storage: NetApp strongly recommends that you configure MPIO on all Hyper-V
cluster nodes, to minimize the opportunity for CSV 1/O redirection to occur.
More information on configuring MPIO with NetApp storage can be found within
Multipathing/MPIO in section 4.1.2 above. Also, for the latest supported
software versions and related requirements see the NetApp Interoperability
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Matrix.

Microsoft makes additional recommendations in Hyper-V: Using Hyper-V and

Failover Clustering and Hyper-V: Using Live Migration with Cluster Shared

Volumes in Windows Server 2008 R2, which NetApp supports, and therefore

also recommends you adopt all best practices described in these documents to
ensure supportability and maximum performance.

Virtual Machine 1
Virtual Machine 2

Virtual Machines
onNode1

are Unaffected
Hyper-V Cluster

Virtual Machine 3
Virtual Machine 4

Hyper-V Cluster

Node 1 Node 2
SAN Connectivity
Failure
Storage Area
Network
VM%D
Illl“-llli
Figure 4-4) Cluster shared volumes dynamic I/O redirection.
Narne | Statuz
Virtual Machine
=3 Witual Machine win2003 (#) Running
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(=) ¥ Cluster Disk 1 (%) Orline [Redirected access) geoige
CA\ClusterStorage’Wolumel  File System: MTFS 36 GB (23.0% free |
Figure4-5) CSV |1/ O redirection shows as fARedirected

CSV FAILURE EVENTS

Acce

The first type of failure that CSV will respond to is the loss of connectivity between a Hyper-V
server nodes and the shared storage. Because Hyper-V supports both iSCSI and Fibre
Channel connectivity to shared storage, CSV will respond to the loss of connectivity on an IP
network and Fibre Channel network. As shown in Figure 4-6, if the SAN connection from
Hyper-V server node 1 fails, the 1/0 operations will be redirected over the IP network to Hyper-
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V server node 2. Hyper-V server node 2 will then handle the I/O operations to the SAN for
Hyper-V server node 1.

Virtual Machine 1 Virtual Machine 3
Virtual Machine 2 Virtual Machine 4

Virtual Machines
onNode 1
are Unaffected

Hyper-V Cluster
Node 2

Hyper-V Cluster
Node 1

SAN Connectivity
Failure

Storage Area
Network

VM1VHD

VM2 VHD

%

Figure 4-6) CSV /O redirection in the event of a storage path failure.

NetApp Best Practice Recommendation

=~
% Once the administrator has recognized that CSV /O redirection is occurring for

— a specific CSV, the administrator should immediately live migrate all VMs
residing on that CSV to another node.

The second type of failure that CSV will respond to is the failure of a network path. As shown in
Figure 4-7, if the cluster detects that a network path has been lost, it will fail the network traffic

from that path over to the next available path on that Hyper-V cluster node, and finally the path
used for CSV communication.

The third type of failure that CSV will respond to is the failure of an entire Hyper-V cluster
node. Even if the Hyper-V cluster node is the owner of some CSVs, it will transfer ownership of
that CSV to another Hyper-V cluster node, as shown in Figure 4-8.
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Figure 4-7) CSV I/O redirection in the event of a network path failure.

Figure 4-8) Volume Ownership Transferred in the event of a Hyper-V cluster node failure.
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